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The $150 Billion Question 

The cybersecurity industry generates over $150 billion in annual revenue. Companies are spending more 

on security tools than ever before. EDR, SIEM, SOAR, XDR, MDR, CASB, ZTNA. The alphabet soup of 

security products grows every year, and the vendors behind them are doing very well. 

And yet. Breaches continue at an increasing rate. Ransomware attacks shut down hospitals, 

manufacturing plants, and municipal governments. Business email compromise costs organizations 

billions annually through social engineering that no firewall can stop. Companies with seven-figure 

security budgets discover that their crown jewels were exfiltrated months ago by an attacker who 

walked through a gap between two products that were never configured to talk to each other. 

The tools are more sophisticated than they have ever been. The outcomes are not meaningfully 

improving. Why? 

Because most organizations have security tools, not a security program. The distinction 

is the difference between a pile of building materials and a house. Both contain the 

same components. Only one keeps the rain out. 

What a Security Program Is (and Is Not) 

A security program is an operating model for managing risk systematically. It defines what you are 

protecting, what you are protecting it from, how you prioritize your limited resources, and how you 

measure whether it is working. The tools serve the program. The program does not serve the tools. 

This sounds obvious. It is not. Walk into most mid-market companies and ask “tell me about your 

security program” and you will hear about tools. We have endpoint protection. We have a firewall. We 

have email filtering. We do vulnerability scans. These are capabilities, not a program. 

Ask follow-up questions and the gaps become clear: 

“What is your risk appetite?” Blank stares. Nobody has defined what level of risk the business is willing 

to accept, which means every security decision is made ad hoc, without a framework for evaluating 

whether a given risk is acceptable. 

“Who owns security outcomes?” Everyone and no one. The IT manager runs the tools. The compliance 

person tracks the certifications. The CEO mentions security in board meetings. But nobody owns the 

program, the holistic responsibility for ensuring that security investments produce security outcomes. 

“How do you prioritize what to fix?” By severity rating from the vulnerability scanner. Which means you 

are letting a tool’s algorithm decide your priorities instead of making a business decision about which 

risks matter most to your specific organization. 
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“What happens when a control fails?” Silence. Because nobody is monitoring whether controls are 

operating effectively. The tools are running. Whether they are working is a different question that 

nobody is asking. 

The Five Things That Actually Matter 

Security frameworks like NIST CSF, CIS Controls, and ISO 27001 are useful reference models. But 

frameworks are maps, not journeys. Here are the five things that separate companies with real security 

programs from companies with expensive tool collections: 

1. Someone Owns It 

This is non-negotiable. Security programs fail when nobody is accountable for outcomes. Not inputs (we 

deployed the tool), not activities (we ran the scan), but outcomes (our risk posture improved, our mean 

time to detect decreased, our control gaps closed). 

For larger organizations, this means a CISO or security director with authority, budget, and a reporting 

line that does not terminate at the IT manager. For smaller organizations, it may mean a fractional 

security executive or a managed security partner with genuine leadership capability, not a monitoring 

service that sends alerts and waits for you to figure out what to do with them. 

The reporting line matters more than the title. A CISO who reports to the CIO can create a structural 

conflict: the CIO’s incentives (speed, delivery, cost management) sometimes conflict with security’s 

requirements (controls, review, investment). In regulated industries, examiners notice this.  

2. You Know What You Are Protecting 

You cannot secure what you cannot see. And yet, a startling number of companies cannot produce a 

complete, accurate inventory of their technology assets, data repositories, and network connections. 

Not a rough list, but a complete inventory that includes the shadow IT deployments, the test 

environments that became production, the SaaS applications that individual departments signed up for 

with a corporate credit card. 

Asset inventory is not glamorous work. It does not have a product category or a Magic Quadrant. But 

without it, every subsequent security decision is built on incomplete information. You are guessing at 

your attack surface. Your risk assessment is missing assets. Your incident response plan does not 

account for systems you do not know you have. 

A practical starting point: combine automated network discovery, cloud resource inventory (across all 

accounts, including the ones the development team created without telling anyone), DNS records, SSO 

application listings, and credit card statements showing SaaS subscriptions. Cross-reference these 

sources. The gaps between them are your blind spots. 
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3. Risk Drives Decisions, Not Vendor Urgency 

Every security vendor will tell you that their particular threat is the most important one. Ransomware! 

Zero-day exploits! Supply chain attacks! Insider threats! AI-powered attacks! They are all real. They are 

not all equally relevant to your specific business. 

A financial services firm handling customer funds has a very different risk profile than a manufacturer 

running CNC machines. The financial firm’s existential risk is data breach and regulatory action. The 

manufacturer’s existential risk is production downtime and intellectual property theft. Both need 

security programs. They need different security programs. 

Risk-based prioritization means deciding, explicitly and with business input, which risks receive 

investment and which risks you accept. This is uncomfortable because it means documenting that you 

chose not to address certain threats. But pretending you can address all threats with a finite budget is 

not a strategy. It is wishful thinking that results in thin coverage everywhere instead of strong coverage 

where it matters. 

A well-run security program can articulate, in business terms, why specific risks are 

acceptable and what would need to change for that calculus to shift. This is executive 

judgment, not technical assessment. It is also exactly what a board of directors or 

regulatory examiner expects to see. 

4. Layers, Not Silver Bullets 

Defense in depth is the oldest principle in security and the most commonly violated. The violation does 

not look like ignoring the principle. It looks like deploying multiple tools at the same layer while leaving 

other layers exposed. 

A company might have best-in-class endpoint protection, a next-generation firewall, and advanced 

email filtering. All three operate at the preventive control layer. But they have no detective controls for 

lateral movement inside the network. No response capability beyond “call our MSP.” No recovery plan 

beyond “restore from backups” without ever having tested whether those backups actually restore. 

Genuine defense in depth means covering the full kill chain: prevent what you can, detect what you 

cannot prevent, respond to what you detect, and recover from what causes damage. Each layer has 

different tool requirements, different process requirements, and different skill requirements. 

For manufacturing environments: this extends to OT security. Your IT security controls do not protect 

your programmable logic controllers, your SCADA systems, or your industrial control networks. The 

Purdue Model exists for a reason: the segmentation between IT and OT networks is a critical control, 

and it needs monitoring and enforcement that most IT security tools cannot provide. 
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For healthcare: medical devices are a layer that most security programs ignore. Connected infusion 

pumps, patient monitors, and imaging systems run embedded operating systems that cannot be 

patched, cannot run endpoint protection, and often cannot be segmented without affecting clinical 

workflow. Your security program needs a specific strategy for these devices. 

5. It Never Stops 

Security is not a project with a completion date. It is an ongoing operational discipline that requires 

continuous attention, measurement, and adaptation. Threats evolve. Your business changes. New 

systems are deployed. Employees join and leave. Vendors change their security posture. Regulations 

update. 

The companies that get burned are the ones that build a security program, pass an audit, and then shift 

their attention elsewhere until the next audit cycle. In the intervening period, access reviews slip, 

vulnerability patches get deferred, the incident response plan sits untested, and the vendor 

management review does not happen because nobody remembered to schedule it. 

What “continuous” actually means in practice: monthly vulnerability management reviews, quarterly 

access recertifications, semi-annual tabletop exercises, annual risk assessments, and weekly operational 

metrics reviews. These are not aspirational. They are the cadence that auditors and regulators expect to 

see evidence of. 

Building Your Program: The Honest Timeline 

Security vendors and consultants will tell you that you can build a security program in 90 days. You can 

build the documentation in 90 days. Building a program that actually works takes longer. 

Months 1–3: Foundation 

Appoint an owner. Conduct a risk assessment that reflects your actual business, not a generic template. 

Inventory your assets. Assess your current state against a recognized framework (NIST CSF is the most 

practical for mid-market organizations). Identify the gaps that matter most. Write the policies that 

define how you intend to operate, not the policies you downloaded from a template library. 

Months 4–9: Core Controls 

Implement identity and access management controls that enforce least privilege and produce evidence 

of compliance. Deploy endpoint protection with managed detection and response. Establish a 

vulnerability management program with SLA-based remediation timelines (not “we’ll get to it when we 

can”). Build incident response capability through documented procedures and tabletop exercises. These 

are your foundational controls, the ones that auditors, regulators, and customers evaluate first. 
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Months 10–18: Maturation 

Implement continuous monitoring and log aggregation. Conduct penetration testing from an 

independent third party (not your security tools vendor). Develop metrics that measure program 

effectiveness, not just tool activity. Build a security awareness program that goes beyond annual 

phishing simulations. Establish a vendor risk management process for your critical third parties. 

Month 18+: Continuous Operation 

The program runs. Controls operate. Evidence accumulates. You measure, adjust, and improve. New 

threats emerge and your program adapts. Business changes and your program evolves. This is not a 

phase that ends. It is the permanent state of a mature security program. 

If someone tells you they can build a mature security program faster than this, ask 

them to define “mature.” If their definition is “policies are written and tools are 

deployed,” they are describing the starting line, not the finish. 

The Question You Should Be Asking Your MSP 

If you have an MSP managing your IT and security, ask them this question: 

“Who is responsible for the overall security program (not the tools, not the monitoring, but the 

program): the risk assessment, the policy framework, the control effectiveness, and the strategic 

direction of our security posture?” 

If the answer is “we handle that” without being able to name a specific person with genuine security 

leadership experience, you have tools without a program. If the answer is “that’s your responsibility” 

and nobody internal has claimed it, you have a gap. Either way, the risk is yours. 

 

Ready for a Security Program, Not Just Security Tools? 

Valukoda’s True CISO™ services provide security leadership from executives who have built 
programs under regulatory examination at major financial services organizations. We have seen 

what works and what does not, and we build programs that actually protect your business. 

valukoda.com/contact  |  888.380.7212 
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About Valukoda 

Valukoda provides IT consulting and managed services with True CIO™ and True CISO™ executive 

leadership. Our leaders have built security programs at major financial services organizations under 

regulatory scrutiny from the SEC, FINRA, OCC, and state regulators. We bring that experience to growing 

businesses who need more than tools. They need a program that works. 
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